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K3 turime saugoti?

» At tiktal informacinés sistemas ir kompiuteriy tinklus?

“The Largest Cyber Attack In History Has Been Hitting
Hong Kong Sites” - Parmy Olson , Forbes 2014-11-20




Kas sukelia Sias nelaimes ?




Ka turime saugoti?

* Ypatingos svarbos infrastruktiiras

— Tas, kuriose jvykus sutrikimui, susidaro pavojus Salies
ckonomikai, zmoniy gyvybei ir nacionaliniam saugumui.
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Ka turime saugoti?

* Industriniy 1r infrastruktiriniy procesy valdymo sistemas
(PLC, DCS, SCADA)
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I'T “atéjimo”™ 1 YSI aplinka poveikis

* IT technologijos leido efektyviau valdyti vis sudetingesnes
sistemas, taiau kibernetin¢ aplinka tapo trapesne.

« |T specialistai dominuoja YSI, jvesdami savo saugumo politika
pilnai nejvertindami naujos aplinkos ypatumuy.

« Padid¢jo netyCiniy kibernetiniy incidenty pramonés valdymo
sistemy aplinkoje.

Siandien




YSI “netyCiniai” Kibernetiniai incidental

« “Anuclear power plant in Georgia was recently forced into an
emergency shutdown for forty-eight hours after a software
update was installed on a single computer”.

—  Hatch nuclear power plant near Baxley, Georgia 2008

e “.the root cause of the event was the malfunction of the VFD

controller because of excessive traffic on the plant ICS network.”
—  Brown’s Ferry Power Station Shutdown — 2006

e Zinios apie pazeidziamumus, gali buti panaudojamos rengiant
ty¢inius 1Spuolius.




Kibernetines gresmes Y S|

 Kibernetinis nusikalstamumas

“Haktyvisty” veikla / “kibernetinis terorizmas?”

* NetyCimai kibernetinial incidentai

Valstybeés kenksminga veikla kibernetin¢je erdveje

— Turi resursus, laiko, ,,licencijas* ir visada pasieks tikslo
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Valstybes kenksminga veikla kibernetinéje erdveje

STUXNET (2006 —201?)

,,Pirmas* valstybeés sukurtas kibernetinis ginklas, nutaikytas pries
kitos valstybés Y SI.

Sukele ,,matymo praradimg" ir ,,kontrolés praradima,,
— I§junge YSI jrangos apsaugos sistemas
— Suzalojo jrangg kartu persiunté operatoriams duomenis, kad vyksta
,,normaliis* procesai.

Patrauklus, palyginus ,,pigus* , efektyvus, paneigiamas

Daugiausia taikiniy yra Europoje ir S. Amerikoje




Valstybés kenksminga veikla kibernetingje erdveje

« STUXNET 0 s¢kmée 1r pavyzdys nukreipé démesj 1 Y SI
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ATTACKING, DEFENDING AND BUILDING SCADA
SYSTEMS
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ON THIS PAGE

PRICNG
EARLY

o $2200

STUDENT REQUIREMENTS ENDS JAN 24
23:59 EST

LATE

$2700

ENDS MAR 28

WHAT STUDENTS SHOULD
BRING

WHAT STUDENTS WILL BE
EREVIED WY OVERVIEW

TRAINERS
Supervisory control and data acquisition (SCADA) systems are some of the most poorly understood, yet most critical

systems in use in the world today, and while they generally remain unseen, they are responsible for the smooth
running of our daily routines - from the moment we turn on a tap in the moming, to turning off the lights at night.
This two-day course will take a deep-dive into the fundamentals of SCADA security and provide students with the
knowledge that they need to safely perform penetration testing against live SCADA environments. The course will
also provide students with methodologies through which security research may be performed against SCADA devices
in order to identify Oday flaws in some of the world’s most critical systems. During the course, students will have the
opportunity to engage in live attacks against programmable logic controllers (PLC's) and other industrial control
systems, to include activities such as SCADA RTOS firmware reversing and SCADA protocol fuzzing. Day one will
provide students with an understanding of practical SCADA use-cases in a number of environments, where control
systems are most commonly found. Students will become familiar with SCADA-specific fundamentals required to
apply information security doctrine to SCADA applications. Day two will focus on attacking industrial control
systems, induding how vulnerability research of ICS devices may be conducted and later applied to live systems. Day
two will conclude with applying students newly acquired knowledge to securing SCADA applications, including the
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Valstybés kenksminga veikla kibernetin¢je erdveje

Irano energetikos sektorius (2009-7?)
Saudi Aramco 2012 (atpildas?)
KPI: Havex, Sandworm, Black Energy, Regin, Cleaver 2014

- Skanuoja SCADA energetikos, transporto ir gamybos sektorius
- vyksta Zvalgyba (RF?), ieSkoma GE ir SIEMENS pagamintos jrangos

Vokietijos BSI 2014 m. gruodzio ataskaita apie kiberneting ataka,
nutaikytg pries plieno gamyklos SCADA (padaryta zala)




Dar nesate jtikinti dél pavojaus ?




i

Misy YSI jranga ,,mat(_)ma“ Internete:,Project Shine*

.y 1

Countries Identified with Total Count Results

There were 211 countries identified based on the IP addresses harvested from the search terms
discovered. Outlined below is each country with total count per country. The total count is 2,186,971.
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Su SHODAN Jus netgi "uZriStomis akimis" rasite YSI internete
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Kibernetinio saugumo politikos 1SSukiai

e Truksta supratimo

— Dominuoja IT saugumo mastymo tipas ir per mazai supratimo
apie YSI

— Per daug orientuota j e-nusikaltimus, DDOS, BOTNET

— “Nesamone¢, miisy sistemos neturl prisijungimo prie interneto”




Dékoju uz démesj, klausimai?
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Kuo labiausiai reikia rupintis YSI aplinkoje?
,matymo praradima" ir ,, kontrolés praradimg,,




SCADA?II KAS YRA SCADA?II

e Tai yra industriniams ir infrastrukturiniams procesams valdyti
pritaikytos sistemos, kurios surenka technologlmq.procesq .
informacija, j3 apdoroja, vizualizuoja, analizuoja ir kontroliuoja.

* ,,SCADA ....J1panasi ] vaiky aukle — nuolat priziur1 ir aukl¢ja
vaikus. Vaikai kaip reguliatoriai®

T qF; TT‘T’T ot
SCADA CAN 8E A pAer
OF LARGE FACILITIES 7 ~/
TO KEEP THEM WORKING
CORRECTLY . .
¢ 3
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IN OUR DAILY LIVES

. THESE ARE  \
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SCADA EXISTS ON COMPUTERS LIKE THIS . IT'S LIKE A
BABYSITTER -- CONSTANTLY WATCHING AND GLIDING MANY
CHILOREN . CHLOREN SUCH AS THE CONTPOLLERS .




Ar visos Fukusimos pamokos buvo ismoktos ?

“At least one diesel generator, its fuel, and related switch gear could be
housed in a room at sufficiently high elevation and/or in a water-
proof room to preserve onsite AC power in case of tsunamis or
floods.” — MIT 2011 Report, NSP-TR-025 Rev. 1



Kur kreiptis dél pagalbos jvykus kibernetiniam jvykiui YSI?

e Izraelio ,,CYBERGYM*“ M

« JAV Industrial Control Systems ICS-CERT M

. Lietuvoje (CERT-LT, LKPB NEETV, NKSC) O ?
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K3 turime saugoti?

o At tiktal...

— Informacines sistemas ir kompiuteriy tinklus?
— Konfidencialuma, vientisumg ir prieinamuma?
— Interneto svetaines?

— Ypatingos svarbos ,,informacin¢® infrastruktiirg?
— Tik tiek?




